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Figure 1: Overview of the proposed verification framework for cybersickness in VR. Bayesian Network, structured hierarchically, models how
adversarial, system, and environmental factors influence system parameters, which in turn affect physiological responses and ultimately deter-
mine Fast Motion Sickness (FMS). The model enables probabilistic verification of safety constraints under observed or hypothetical conditions.

ABSTRACT

Cybersickness remains a major challenge in virtual and mixed real-
ity (VR/MR), yet existing methods primarily focus on predicting
its onset without offering formal guarantees regarding its occur-
rence or effective mitigation. As VR/MR applications expand into
safety-critical domains like healthcare, defense, verifiable safety as-
surances become essential to protect users from adverse physiolog-
ical and psychological effects. This paper introduces a probabilistic
verification framework leveraging Bayesian Networks (BN) to ex-
plicitly model the interactions among system parameters, human
physiological responses, and cybersickness severity. Unlike deep
learning approaches that lack interpretability and formal verifica-
tion capabilities, the proposed BN model explicitly captures how
environmental and system-level factors (e.g., luminance, spectral
entropy, and image gradient complexity via HoG features) influ-
ence physiological responses (e.g., heart rate, reaction time, eye
tracking), ultimately affecting cybersickness severity. By learning
the joint probability distribution of these factors, our approach pro-

*e-mail: wu.p@northeastern.com
fe-mail: nahmed25@students.kennesaw.edu
fe-mail: abv5402@psu.edu
$e-mail: kzh529@psu.edu
Je-mail: rislam11@kennesaw.edu
le-mail: binli@psu.edu
“*e-mail: tlan@gwu.edu
fe-mail: gtan@psu.edu
#e-mail: m.imani@northeastern.edu

vides rigorous formal guarantees on cybersickness risk under spec-
ified operational conditions. If these guarantees are not met, auto-
mated adaptive adjustments are recommended to restore safe condi-
tions. Experimental validation involving physiological and system-
level data demonstrates that Bayesian Networks provide an inter-
pretable and efficient framework, uniquely enabling formal prob-
abilistic verification of cybersickness risks. This capability makes
the proposed approach particularly suitable for designing and de-
ploying VR/MR systems with explicitly verified safety constraints.

Index Terms: Virtual Reality, Cybersickness, Bayesian Network,
Probabilistic Verification

1 INTRODUCTION

Virtual Reality (VR) technologies have gained significant traction
in fields ranging from education and entertainment to defense and
healthcare [12, 40]. With the rise of immersive applications, ensur-
ing user comfort and engagement is a crucial prerequisite. How-
ever, a widespread challenge that undermines VR’s user experience
is cybersickness (CS) [37, 21, 36, 34] , which manifests as a col-
lection of discomforts, such as dizziness, nausea, and headaches.
Surveys indicate that between 20% and 80% of VR users report ex-
periencing cybersickness [17], underscoring the pressing need for
approaches that can detect and, importantly, mitigate cybersickness.

Most existing efforts to address cybersickness revolve around
predicting its onset using physiological signals (e.g., heart rate, gal-
vanic skin response), along with VR system parameters like frame
rate, field of view (FoV), or refresh rate [26, 43, 30, 39, 2, 9]. These
data-driven techniques—often leveraging deep learning—offer in-
sights into cybersickness triggers, but they typically require sub-
stantial training data and tend to function as “black-box” models
that provide little interpretability regarding how these various fac-



tors interact. Moreover, they do not offer guarantees that a user will
remain free from cybersickness or that a mitigation strategy will
reliably protect against it.

This paper investigates the joint influence of system conditions
and physiological responses on cybersickness, constructing a model
that captures user experience across varying VR conditions and en-
ables formal safety guarantees. Table 1 categorizes three key con-
tributors to perceptual disruption and cybersickness in VR environ-
ments: (i) adversarial manipulations, where adversaries manipu-
late system parameters (e.g., brightness, latency, or field of view)
to exploit perceptual vulnerabilities, inducing disorientation. (ii)
System limitations, including tracking drift, sensor noise, rendering
instabilities, and network latency, create inconsistencies between
virtual stimuli and human perception, amplifying discomfort. (iii)
Environmental factors, such as overcrowding, rapid motion, abrupt
contrast gradients, and depth perception conflicts, which overload
sensory processing and exacerbate cybersickness. While some ap-
plications may tolerate these risks, the growing use of MR/VR
in safety-critical domains necessitates formal guarantees on user
safety. As VR/MR are increasingly used in safety-critical do-
mains such as surgery, aviation, and defense, formally verifying
cybersickness-related safety constraints becomes imperative.

This paper introduces an offline probabilistic verification frame-
work , trained on real-world dataset, that provides both formal guar-
antees and mitigation strategies for cybersickness. The approach
models the joint impact of system parameters, human physiolog-
ical responses, and cybersickness severity using a Bayesian Net-
work (BN) model. The schematic diagram of the BN’s hierarchical
structure is shown in the middle of Figure 2, where system param-
eters act as external nodes influenced by three key contributing fac-
tors: adversarial manipulations, system limitations, and environ-
mental conditions. These variations propagate to human physio-
logical responses, such as eye tracking, heart rate, galvanic skin re-
sponse (GSR), and pupil dilation, ultimately influencing cybersick-
ness severity. Unlike purely statistical or deep learning models, a
Bayesian Network offers an interpretable and structured representa-
tion of how system and physiological variables influence cybersick-
ness, encoding the probabilistic interdependencies among them.

The Bayesian Network framework enables formal guarantees
on cybersickness risk under varying conditions by reasoning over
probabilistic dependencies among system and human factors. We
develop a probabilistic verification framework based on Bayesian
inference to evaluate whether a given configuration of system and
physiological parameters satisfies a predefined cybersickness prob-
ability threshold. This allows designers to define safe operational
conditions and obtain exact probabilistic assurances that these con-
straints will be met. If constraints are violated, the framework iden-
tifies parameter adjustments that can restore compliance. This veri-
fication capability lays the foundation for data-driven, safety-aware
design workflows in immersive system development.

The VR-Walking dataset[32], which includes system-level fea-
tures and physiological responses from 36 participants engaged in
a structured VR walking task, is used to develop and verify the
probabilistic cybersickness model. Key features include luminance,
spectral entropy, and motion smoothness, along with eye tracking,
heart rate, and galvanic skin response. The dataset also contains fast
motion sickness (FMS) scores[16], a validated proxy for cybersick-
ness severity. A Bayesian Network with a hierarchical structure is
constructed to explicitly capture causal relationships among these
variables influencing FMS. The model supports the formal verifica-
tion of safety conditions and identifies parameter settings that can
reduce the likelihood of mild to severe cybersickness symptoms.

'While factors such as latency or rendering instability can occur due
to either benign technical limitations or deliberate adversarial actions, this
categorization emphasizes their origin for clarity in safety analysis.

2 RELATED WORKS

In this section, we provide a comprehensive overview of prior re-
search on cybersickness, with a focus on diverse modeling ap-
proaches. We examine both predictive and verification-oriented
methods, outlining their respective contributions to understanding
cybersickness in VR/MR environments. This survey also identifies
critical gaps in the current literature, which motivate the need for
more robust and generalizable models.

Cybersickness Models and Contributing Factors: Cybersick-
ness symptoms closely mirror those of motion sickness and often
persist after VR exposure [35, 34, 27]. Among various explana-
tions, sensory conflict theory remains predominant, attributing cy-
bersickness to discrepancies between visual stimuli and vestibular
inputs [22, 7]. Researchers have identified key VR system param-
eters (e.g., display latency, mismatched frame rates, large fields of
view, excessive brightness, and high scene complexity) as primary
contributors to sensory conflicts [6, 23]. Physiological signals, in-
cluding heart rate and galvanic skin response, reliably track dis-
comfort levels, serving as proximate indicators for cybersickness
[17].

Deep Learning Approaches: Recent studies widely adopt deep
learning methods to predict cybersickness from physiological and
system-level data. Utilizing complex models like convolutional
neural networks and LSTMs trained on eye-tracking, head-tracking,
and biosignal datasets, these methods achieve robust prediction per-
formance [41, 11]. Islam et al. focused on forecasting the onset
of cybersickness by introducing a multimodal deep fusion network
that combines physiological, head-tracking, and eye-tracking data,
achieving early prediction of cybersickness severity[11]. Com-
plementarily, Zhu et al. presented a lightweight model for real-
time individual cybersickness prediction by creating a video-aware
bio-signal representation through cross-modal fusion of video fea-
tures and bio-signal data (head/eye tracking, physiological signals),
achieving high accuracy even with VR video inputs alone, thus ad-
dressing computational efficiency for real-time applications[44].

While deep learning models offer high predictive accuracy, they
often lack formal safety assurances, rely on large datasets, and
suffer from limited interpretability due to their black-box nature.
These limitations are particularly critical in VR environments,
where cybersickness risks arise under partially observed or uncer-
tain conditions [19]. Recent efforts, such as LiteVR [20], address
interpretability using explainable-Al (XAI) techniques like SHAP
with LSTM, GRU, and MLP models to enhance transparency and
reduce computational overhead. However, a key research gap re-
mains: current approaches focus on post-hoc explanation and do
not integrate safety constraints or dynamic uncertainty into the
model training process, limiting their effectiveness in real-world,
evolving VR scenarios.

Statistical Models: Statistical approaches, including linear re-
gression, logistic regression, and Markov chain models, explicitly
identify significant factors influencing cybersickness severity, such
as refresh rate and FoV [2, 33]. These models provide clear inter-
pretability and highlight factor importance. However, they typically
lack explicit causal modeling capabilities and, importantly, cannot
rigorously verify whether cybersickness risks remain within accept-
able thresholds under partial or uncertain observational conditions.

Bayesian Networks in Cybersickness Research: Bayesian
Networks have emerged as a compelling approach, combining in-
terpretability and probabilistic modeling of causal relationships
among different factors. Widely applied in fields like medical di-
agnosis and reliability engineering [42], BNs incorporate expert
knowledge and empirical data to capture complex interdependen-
cies effectively. Prior BN studies on cybersickness have primarily
modeled symptom likelihood under clearly defined conditions[33];
notably absent is their utilization for formal probabilistic verifi-
cation of safety thresholds—an essential requirement in safety-



Table 1: Categorization of factors influencing system dynamics and contributing to cybersickness in MR/VR environments, motivating the need for probabilistic
safety verification. Adversarial manipulations are defined as deliberate modifications designed to degrade user experience, contrasted with benign system or

environmental limitations.!

Category Factor Tmpact on Cybersickness

Brightness Manipulation
Latency & Frame Drops
Field of View Distortion

Adversarial
Manipulations

Scene Complexity Attacks

Deliberate, rapid brightness shifts cause visual discomfort, ocular fatigue, and spatial disorientation.

Intentionally induced lag or skipped frames disrupt motion synchronization, significantly exacerbating motion sickness symptoms.
Purposeful alterations to FoV parameters create perceptual confusion and exacerbate spatial disorientation.

Intentionally overloading rendering pipelines increases frame pacing instability, causing perceptual confusion and visual discomfort.

Tracking Drift

PP Positional Calibration Errors
System Limitations . .
Rendering Instability

Inaccurate or jittery tracking causes perce;

. and i 1 susceptibility to motion sickness.

Misalignment between real-world and virtual depth cues disrupts spatial perception, causing discomfort.
Dynamic fluctuations in frame rate lead to visual instability, perceptual confusion, and potential nausea.

Network Latency

Delays in cloud-rendered envi

produce asy us visual-physical feedback, inducing sensory mismatch and motion sickness.

Overcrowding & Motion Density
High Object Gradients

Rapid Scene Motion

Depth Perception Conflicts

Environmental
Scene Factors

High-density visuals and rapid simultaneous motions overload perceptual processing, causing fatigue and spatial disorientation.
Abrupt texture changes and high contrast gradients result in excessive visual stress and perceptual discomfort.
Sudden, high-speed virtual movements disrupt vestibular balance, inducing dizziness and nausea.

Incorrect scaling or mismatched depth cues distort spatial awareness, increasing nausea and disorientation risks.

sensitive VR/MR applications where partial data, adversarial ma-
nipulations, and uncertain operational conditions frequently arise.
Probabilistic Verification and Cognitive Attacks: Formal ver-
ification has been employed to guarantee correctness properties of
software and hardware systems [28, 24, 13, 15], recently extending
into probabilistic verification for stochastic systems [14]. Within
VR, where outcomes are highly sensitive to human cognitive states
and adversarial manipulations, probabilistic verification uniquely
provides rigorous assurances of user safety under partially known
or hypothetical conditions. While adversarial and cybersecurity lit-
erature extensively addresses attacks on system integrity [25], ex-
isting VR cybersickness research lacks formal verification frame-
works to guarantee user comfort and safety against adversarially
induced sensory manipulations and environmental uncertainties.

Our Contribution: The current literature predominantly of-
fers predictive cybersickness models—deep learning meth-
ods optimize predictive accuracy at the cost of interpretabil-
ity and formal assurances, while statistical models provide in-
terpretability without causal clarity or verification capabilities.
Bayesian Networks, despite their ability to model rich causal
relationships and uncertainty, have not yet been integrated with
formal probabilistic verification methods to ensure cybersick-
ness risks remain acceptably low under uncertain, partially ob-
servable, or adversarially manipulated conditions. This paper
addresses this critical gap explicitly. Instead of seeking supe-
rior predictive performance or interpretability alone, this pa-
per proposes a comprehensive BN-based probabilistic verifica-
tion framework that rigorously guarantees cybersickness safety
thresholds, even under incomplete information or hypothetical
operational scenarios. This distinct focus enables formal as-
surances of safety-critical constraints, fundamentally advanc-
ing cybersickness modeling beyond mere prediction towards
robust, formally verified VR/MR system design.

3 METHODOLOGY

In this section, we present our methodology for modeling cyber-
sickness risk. Section 3.1 outlines the Bayesian Network construc-
tion and learning process, while Section 3.2 details the formal prob-
abilistic verification of cybersickness safety thresholds.

3.1 Bayesian Networks for Cybersickness

Bayesian Networks provide a structured probabilistic framework
for modeling uncertainty, making them particularly suitable for
modeling causal relationships among system parameters (e.g.,
hog_ features, luminance, temporal smoothness), human physio-
logical responses (e.g., HR, GSR), and cybersickness severity in
virtual reality environments, a detailed explanation is provided in
Table 2. In this paper, cybersickness severity, denoted as X, is the

primary variable of interest, while system parameters (S) and hu-
man physiological responses (H) serve as explanatory variables.
To explicitly capture causal relationships, we impose a hierarchi-
cal structure within the Bayesian Network. System parameters are
treated as exogenous variables without incoming edges, initiating
the causal relationships. Human physiological responses act as in-
termediate variables that reflect reactions to system parameters and
potentially interact with each other. Finally, cybersickness severity
are the outcome node, influenced solely by physiological responses.
Formally, a Bayesian Network is represented by a directed acyclic
graph (DAG) G = (V, E), with nodes representing random variables
and directed edges encoding conditional dependencies. In our BN:

e System parameters S = {S1,5,,...,S,} include features
such as latency, brightness, spectral entropy, and motion
smoothness.

» Human physiological responses H = {H|,H,,...,H;} en-
compass heart rate, galvanic skin response, eye tracking, and
pupil dilation.

* Cybersickness severity X, represents a probabilistic distribu-
tion over intensity levels (e.g., none to severe).

The joint probability distribution over these variables is factorized
according to the conditional independence assumptions defined ex-
plicitly by the learned hierarchical structure:

P($,H,X,) = TTP(S) TTPUH; | PalH;)P(Y, | Pa(X,), (D
i j

where Pa(H;) and Pa(X,) indicate subsets of variables (parent
nodes) directly influencing each physiological response and cyber-
sickness severity, respectively. This structured factorization ensures
computational efficiency and interpretability. The BN facilitates
inference about cybersickness severity even under partial observ-
ability (e.g., missing physiological signals or unavailable system
logs) or uncertain conditions. Given observed values for system and
physiological parameters, the posterior over cybersickness severity
is inferred as:

P(Xy | S =5, H = h) o< P(X, | Pa(X,)) TTP(H; | Pa(Hp) [TP(S))-
Jj i

Here, the terms P(S;) denote prior distributions of system param-
eters, which reflect their exogenous nature and assumed indepen-
dence. Unlike traditional models trained solely to predict cyber-
sickness severity from observed data, our Bayesian Network explic-
itly models the joint posterior distribution of all relevant variables,
providing a rigorous foundation for formal reasoning and proba-
bilistic safety guarantees, as detailed in the subsequent verification
framework.
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Figure 2: Overview of the hierarchical Bayesian Network modeling and probabilistic verification framework. The process involves constructing an optimized
BN structure from system parameters and physiological responses, followed by posterior inference and formal verification of cybersickness safety conditions.

3.1.1 Constructing and Learning the BN Structure

Constructing the BN involves identifying causal dependencies
among system parameters, physiological responses, and cybersick-
ness severity. Structure learning seeks the optimal DAG representa-
tion, balancing data-driven insights and domain-specific causal as-
sumptions. Specifically, the hierarchical constraints are enforced:

System Parameters — Human Responses — Cybersickness Severity

Given the hierarchical constraints, the BN structure is learned us-
ing the Hill Climbing (HC) algorithm[38], which iteratively refines
the DAG by adding, removing, or reversing edges. The optimiza-
tion seeks to maximize a scoring function S(G, D), quantifying how
well a network structure G explains observed data D. Formally:

G = arg max S(G',D), subject to hierarchical constraints.

The hierarchical constraint significantly reduces the search space,
making structure learning both efficient and aligned explicitly with
causal assumptions underlying cybersickness.

3.1.2 Node Reduction for Efficiency and Clarity

Following structure learning, node reduction is performed to re-
move variables that do not directly or indirectly affect cybersick-
ness severity. Retaining only nodes in the ancestor set <7/ (X,) of
X, the BN graph reduces to G’ = (V',E’) with:

V' = (X,)U{Xy}, E ={(Xi.X;) €E|X;,X;€V'}.

This pruning step eliminates irrelevant nodes, ensuring computa-
tional efficiency, interpretability, and a clear focus on causal path-
ways that directly affect cybersickness severity.

Figure 3 provides an example Bayesian Network inference,
showing the posterior probability distribution of cybersickness
severity given observed conditions. Unlike deterministic predic-
tions, the BN quantifies uncertainty explicitly, providing the prob-
ability that a user might experience each cybersickness severity
level. Such probabilistic outputs are critical for formally verifying
whether operational conditions satisfy predefined safety thresholds,
as detailed in Section 3.2.

The left and middle boxes in Figure 2 summarize the hierarchical
Bayesian Network modeling process, illustrating how adversarial
manipulations, environmental factors, and system limitations influ-
ence system-level properties and physiological conditions, leading
to variations in cybersickness severity, as measured by FMS. The
structure learning refines an initially random DAG to an optimized,
reduced network used explicitly to infer posterior probabilities, en-
abling formal verification of cybersickness safety conditions.

Prediction Probability
o o
= &

3 4
Cybersickness Severity

Figure 3: Example of posterior prediction using the learned Bayesian Net-
work. Given observed system and physiological conditions, the model in-
fers the probability distribution over cybersickness severity levels, enabling
uncertainty-aware risk assessment for verification.

3.2 Probabilistic Verification

While Bayesian Networks effectively model causal and probabilis-
tic dependencies among VR system parameters, physiological re-
sponses, and cybersickness severity, modeling alone does not in-
herently yield rigorous guarantees about system behavior under un-
certainty, partial observations, or adversarial manipulations. There-
fore, our verification framework evaluates whether specific config-
urations of system and human parameters satisfy critical safety con-
straints (e.g., keep severity below a defined threshold) with quantifi-
able certainty, which is essential for safety-critical VR applications.

Our verification process builds on the hierarchical Bayesian Net-
work, where system parameters (S), human physiological responses
(H), and cybersickness severity (X;) were introduced. We define
the full set of random variables as X = SUH U {X,}, where each
variable X; € X is associated with a conditional probability table
(CPT) of the form P(X; | Pa(X;)), with Pa(X;) denoting the parent
nodes as defined by our hierarchical structure (i.e., system parame-
ters influence physiological responses, which in turn influence cy-
bersickness severity). The BN thereby defines a joint probability
distribution that factorizes as shown in Equation 1.

To formalize verification, Boolean properties ¢(X) are defined
over the variable set X, representing safety conditions of interest
(e.g., FMS > 4 captures severe cybersickness). The objective is to
compute the probability P(¢(X) = 1| C), where C denotes a set of
evidence conditions reflecting observed or hypothetical constraints
on system or physiological variables. This is achieved through
Bayesian conditioning, where the joint distribution specified by the
BN is updated in light of the evidence C. The resulting posterior
distribution supports the evaluation of whether the specified prop-



erty holds with high (or low) probability, enabling formal reasoning
about cybersickness under uncertainty and partial observability.

Hard vs. Soft Conditioning. Evaluating these properties ¢ (X)
usually requires reasoning under various forms of evidence, which
fall into two categories: hard and soft conditioning. Hard con-
ditioning applies when variable values are known precisely (e.g.,
luminance = 5 or luminance > 3). This is formalized via indica-
tor function C(x):

C(x) = 1 if state x satisfies the condition,
" )0 otherwise.

Only those states consistent with the hard evidence contribute to the
conditioned distribution, yielding:

-t B

Soft conditioning captures uncertain or noisy information, such as
luminance ~ .4#/(5,1). This is modeled via a likelihood function
£(x), which reweights each outcome by its likelihood:

Y 0 (0)0(x)P(x)
A= im0 = T ipm

In practice, VR scenarios involve both types of evidence. For in-
stance, latency may be fixed (hard condition), while physiologi-
cal measures (e.g., GSR) are subject to noise (soft condition). The
combined evidence is represented using unified weighting function:

L(x)P(x)

Yxw(x)P(x)

w(x)= (Hc,(x)) : (Hm)) Po=1]C,0)= ExPOWOPK)
Jj k

This general formulation supports the rigorous evaluation of safety
properties under partial, noisy, or adversarial conditions. Its in-
tegration within a structured Bayesian Network trained from VR
data enables formal verification of cybersickness risk—a core con-
tribution of this paper. This verification process is depicted in Fig-
ure 2, which illustrates the flow from hierarchical BN construc-
tion through structure learning, node reduction, and posterior in-
ference under hard and soft evidence. Boolean properties, such as
[FMS > 4], representing encountering cybersickness in this work,
are verified by computing posterior probabilities under these condi-
tions, enabling probabilistic safety guarantees to be established.

4 EXPERIMENT SETTINGS

In this section, we detail our experimental setup and methodology
for evaluating the proposed cybersickness model. Section 4.1 cov-
ers the dataset collection and labeling process, Section 4.2 outlines
the data preprocessing and feature selection steps, Section 4.3 de-
scribes the training process of the BN, and Section 4.4 presents
implementation of the verification of the BN using Dice [10].

4.1 Dataset Description

Our Bayesian Network framework requires a dataset containing
both system-level parameters and physiological signals to support
rigorous probabilistic modeling and verification of cybersickness.
To this end, we use the “VRWalking” dataset [32], chosen specifi-
cally due to its comprehensive collection of the variables necessary
for our analysis. This dataset consists of data collected from 36 par-
ticipants (23 male, 13 female; mean age = 25.67 years, SD = 7.22)
who navigated virtual mazes by physically walking for 15 minutes
while simultaneously performing cognitive tasks related to working
memory and attention. System parameters—including optical flow
and Histogram of Oriented Gradients (HOG)—were captured using
an HTC-Vive Pro Eye headset. Physiological signals (e.g., heart

Table 2: Categorization of system-level and human-centered features used
in the Bayesian Network model for cybersickness prediction.

Category Features

luminance: Scene brightness level.
System hog_ features: Histogram of Oriented Gradients, captures motion-related texture.
Features spectral_entropy: Frequency-domain signal complexity in visual input.

temporal _smoothness: Measures visual jitter or temporal instability across frames [29].

Left_Openness, Right_Openness: Eyelid openness, linked to fatigue and visual strain.

Human Left_Diameter, Right_Diameter: Pupil size, reflects cognitive load, attention, or stress.
hysiological Combined_Gaze_Error_Angle: Discrepancy between actual and target gaze direction.
Features GSR: Galvanic Skin Response, indicator of emotional and physiological arousal.

ive load and task

ReacTime: Reaction time during tasks, reflects

Outcome Variable fms: Fast Motion Sickness score, the target variable indicating cybersickness severity.

rate (HR) and galvanic skin response (GSR)) were measured via
external biosensors, a detailed explanation is provided in Table 2.
Although subjective self-reported metrics (e.g., cybersickness ques-
tionnaires, mental load, physical exertion) were also collected, our
Bayesian modeling approach relies primarily on objective measures
to ensure consistency and rigor within the verification framework.
Not all participants provided complete data across the required di-
mensions. Therefore, we retained data from 32 participants, whose
records spanned the complete range of cybersickness severity. This
subset provides a robust basis for training, validating, and formally
verifying our BN, effectively capturing both system-level and phys-
iological influences on cybersickness.

4.2 Data Preprocessing

The preprocessing involved comprehensive feature refinement,
dataset balancing, and careful partitioning to ensure accurate causal
modeling and rigorous formal verification of cybersickness risk.

Features selection: Initially, the dataset contained 93 features, in-
cluding objective system-level parameters, physiological signals,
and subjective self-reported metrics. Subjective user questionnaire
data (e.g., mental load ratings) were explicitly excluded to maintain
consistency with an objective verification framework and remove
their inherent variability and incomplete coverage across partici-
pants. Redundant objective features were identified using correla-
tion analysis (Pearson correlation threshold of 0.8), and domain ex-
pertise was applied to guide removal or consolidation. This system-
atic process reduced the feature set from 93 to 39 variables. Further
dimensionality reduction consolidated logically related features,
enhancing interpretability and causal plausibility; for instance, gaze
error angle was computed from gaze direction and target direction,
and optical flow measurements were aggregated into summary mo-
tion metrics. Ultimately, the dataset was refined to a concise and
interpretable set of 21 relevant features, selected specifically due
to their demonstrated relevance to cybersickness severity and suit-
ability for causal inference. These included 10 system-level fea-
tures (e.g., luminance, spectral entropy, temporal smoothness, op-
tical flow, Histogram of Oriented Gradients, and frame rate) and
11 human-level physiological features (e.g., eye tracking metrics,
galvanic skin response, pupil dilation, and heart rate variability).

Class balance enhancement: Following feature refinement, sig-
nificant dataset imbalance required attention. The original dataset
exhibited severe class imbalance; cybersickness severity level
1 comprised 16,900 data points, whereas severity level 6 con-
tained only 660 data points. Additionally, participant-level data
were highly non-independent and identically distributed (non-i.i.d.)
since each participant contributed multiple correlated samples. To
address this, participant-level selection criteria were implemented:
from the original 36 participants, data from 32 participants were
explicitly selected based on their coverage across a broad spectrum
of cybersickness levels (CS levels 1-7). Each selected participant
contributed multiple samples spanning at least five cybersickness



severity levels, ensuring balanced representation and reducing bias.

The resulting dataset still presented challenges with class im-
balance; thus, the Synthetic Minority Over-sampling Technique
(SMOTE) [5] was applied, chosen specifically for its effective-
ness in balancing datasets without losing valuable information com-
pared to undersampling methods. Recognizing potential risks of
SMOTE generating unrealistic synthetic samples, participant-level
5-fold cross-validation was explicitly implemented, ensuring that
samples from the same participant never appeared simultaneously
in both training and validation sets, thereby mitigating data leak-
age and overfitting concerns. Finally, 150 real data points were set
aside as an independent test set, specifically drawn from held-out
participants excluded entirely from training and SMOTE augmen-
tation procedures. This separation assured rigorous and unbiased
evaluation of generalization performance.

4.3 Training and inference Settings

To facilitate the learning process, continuous numerical variables
were discretized into categorical bins to enable the Bayesian Net-
work (BN) to operate within a discrete variable framework. This
approach simplifies the exact computation of conditional probabili-
ties, which is critical for the precise probabilistic verification of cy-
bersickness conditions. Specifically, K-means clustering [31] was
applied to categorize each numerical feature into five distinct bins.
The number of bins was empirically chosen to balance the retention
of variability with computational efficiency for exact inference.

For example, “luminance”, representing scene brightness, was
divided into five bins based on the clustering results. Lower bins
(e.g., levels 1 and 2) correspond to lower luminance values, while
higher bins (e.g., levels 4 and 5) represent higher luminance val-
ues. The boundaries of these bins were determined by the cluster-
ing algorithm, which groups data points with similar values into the
same bin. This ensures that each bin captures a meaningful range of
the feature’s variability. Throughout this paper, all numerical fea-
tures are referenced in terms of these discrete levels, with higher
bins generally indicating higher values of the corresponding fea-
ture. This discretization enables consistent and interpretable anal-
ysis while preserving the relationships between features and their
impact on cybersickness conditions.

BN structure learning was conducted using the Hill-Climbing
algorithm with domain-specific causal constraints. As described in
Section 3.1, these constraints enforced a hierarchical structure (Sys-
tem parameters — Human physiological responses — Cybersick-
ness severity), preserving causal interpretability. Candidate struc-
tures were scored using the Bayesian Dirichlet equivalent uniform
(BDeu) metric[4], which is well-suited for limited data scenarios.
The resulting compact hierarchical structure not only ensures causal
interpretability but also yields computational efficiency. While ex-
act inference in general Bayesian Networks is NP-hard [18], our
constrained structure limits maximum parents per node to k < 3
and reduces the network to 12 nodes after pruning. This results
in inference complexity of O(12-53) ~ O(1,500) operations, en-
abling real-time queries well within VR frame budgets (< 1ms per
inference).

The model evaluation used two key metrics. First, standard ac-
curacy measured the proportion of correctly classified FMS severity
levels. While informative, this metric alone fails to account for in-
herent subjectivity and uncertainty in FMS labeling. Therefore, we
also used Extended Label Accuracy (1), which treats a prediction
as correct if it falls within one level of the true label.

4.4 Implementation and Verification using Dice

Having established the Bayesian Network training and evaluation
procedures, this section details the implementation and formal ver-
ification process using the Dice probabilistic programming lan-
guage [10]. Probabilistic programming languages typically employ

either sampling-based inference (e.g., STAN [3]) or exact inference
(e.g., Dice, PSI [8]). Given the need for rigorous probabilistic guar-
antees in formal verification scenarios, Dice was selected as it effi-
ciently performs exact inference, which is critical for obtaining pre-
cise posterior distributions required by the verification framework.
The Dice implementation involves four primary steps:

Step 1: BN Encoding in Dice. The Bayesian Network is encoded
by assigning each node a corresponding conditional probability ta-
ble. Nodes are defined in topological order to accurately represent
causal dependencies established by the learned structure.

Step 2: Encoding Conditions (Evidence). Dice encodes evidence
conditions using built-in observational statements, enabling verifi-
cation under various scenarios:

* Hard Conditions: Represent precise constraints on variables. For
example, enforcing discretized luminance greater than level 3 (in
a 5-bin discretization) is encoded as: observe(luminance > 3);

* Soft Conditions: Represent uncertain evidence. For instance,
“hog_features at least discretized level 4 with 90% probability”:
observe((hog_ features >= 4) with 90% probability);

Step 3: Property Specification. Verification properties are defined
as Boolean nodes in Dice. For example, cybersickness severity ex-
ceeding discretized level 4 (indicating significant cybersickness) is
represented as: ¢ (X) = [FMS > 4].

Step 4: Exact Inference and Verification. Dice computes poste-
rior probabilities exactly, as follows:

P(0rts = true | C,0) = 2 ‘Z’ngv(v’& fVP’(‘;P(X), )

where @pps (x) is the Boolean condition (FMS > 4), and w(x) rep-
resents combined evidence conditions (Section 3.2).

Illustrative Verification Scenario. Consider verifying cybersick-
ness risk under realistic VR conditions with mixed evidence:

* Hard Condition: luminance strictly above discretized level 3.

* Soft Condition: HOG features (visual complexity) at least dis-
cretized level 4 with 90% probability, reflecting uncertainty or
adversarial conditions.

Formally, this verification scenario is represented as:

P(FMS > 4 | luminance > 3, hog_ features > 4 ~ Bernoulli(0.9)).

3)
Dice calculates this posterior probability exactly, quantifying cy-
bersickness risk explicitly. This allows direct verification against
formal safety thresholds, confirming whether VR scenarios remain
within predefined safety bounds.

Mitigation Strategies Based on Verification Outcomes. The ex-
plicit quantification of cybersickness risk using Dice’s exact infer-
ence provides a promising foundation for the design of real-time
mitigation strategies. Specifically, when the inferred probability of
severe cybersickness surpasses predefined safety thresholds (e.g.,
P(FMS > 4) > 0.8), actionable system interventions can be trig-
gered automatically. For instance, if high luminance is a contribut-
ing factor, the system can reduce display brightness to a safer level,
thereby lowering visual strain and its impact on cybersickness like-
lihood. Similarly, when scene complexity (reflected in elevated
HOG features) significantly increases risk, the system may dynami-
cally simplify the scene by reducing texture detail or object density.
These content-level adjustments help maintain a balance between
immersion and safety.

Real-time physiological monitoring also plays a crucial role in
such adaptive systems. Galvanic Skin Response (GSR), for exam-
ple, has been identified as a key physiological correlate of stress.
Continuous monitoring of GSR can enable immediate system inter-
ventions when user stress exceeds safe thresholds. Such interven-



tions might include visual simplification, short rest recommenda-
tions, or a temporary pause in intense VR activity.

Furthermore, user-centric responses can be incorporated through
feedback loops. For example, if the risk estimate crosses a warn-
ing threshold, the system may provide real-time alerts to the user
or suggest adaptive pauses to avoid physiological overload. These
mechanisms serve as soft interventional layers that enhance system
transparency and user trust while preserving engagement.

A notable extension to this verification workflow is modeling the
mitigations themselves within the Dice framework. By encoding in-
terventions as modifications to the Bayesian Network or as changes
to evidence parameters, one can re-evaluate the cybersickness risk
post-mitigation. This allows formal guarantees not only about the
current risk level but also about whether proposed interventions are
sufficient to bring risk below a target threshold. Formally, this en-
tails verifying a post-mitigation condition of the form:

P(FMS > 4 | mitigation(C)) < 7,

where 7 is a safety bound, and mitigation(C) reflects updated con-
ditions due to system adaptation. The following pseudocode illus-
trates how these concepts translate into a runtime context:

Algorithm 1 Adaptive Mitigation on Verified Cybersickness Risk

1: if infer(P(FMS > 4 | conditions)) > 0.8 then
2 reduce(luminance)

3:  simplify(scene)
4
5:

notify("Cybersickness risk elevated. Adjusting for safety.”)
end if

Although these mitigation strategies are grounded in probabilis-
tic verification, their effectiveness remains to be validated through
empirical studies involving diverse user populations. Additionally,
the underlying models and thresholds are derived from a specific
dataset, potentially introducing dataset-specific biases. Therefore,
while the proposed framework provides a rigorous foundation for
real-time adaptive safety in VR, future work must emphasize gen-
eralization and human-centered validation across broader usage.

5 RESULTS ANALYSIS

In this section, we present the findings from our Bayesian Net-
work—based cybersickness modeling and verification. Section 5.1
evaluates predictive performance using accuracy metrics, and Sec-
tion 5.2 details how probabilistic verification was conducted to en-
sure safety constraints under varying VR conditions.

5.1 Bayesian Network Prediction Analysis

To enhance the prediction of high cybersickness levels, we applied
a series of data preprocessing steps as described in Section 4.2. The
Bayesian Network (BN) was trained on a carefully curated subset
of features, selected through a combination of statistical correla-
tion analysis and expert domain knowledge. From an initial pool
of 20 candidate features (10 system-level and 10 human-level), the
final model retained four critical system-level features (Spectral En-
tropy, HOG Features, Temporal Smoothness, and Luminance) and
seven human-level physiological signals, including galvanic skin
response, pupil dilation, heart rate variability, and eye tracking met-
rics. Figure 4 illustrates the learned BN structure, showing the
causal and probabilistic dependencies among these variables.

Model performance was evaluated using participant-level five-
fold cross-validation, ensuring that data from each participant ap-
peared in only one fold to avoid data leakage. To account for the
inherent subjectivity and variability in cybersickness ratings, we
adopted two performance metrics:

1. Exact Label Accuracy, which counts only perfectly matched
predictions as correct.
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Figure 4: Structure of the learned BN showing system-level features (or-
ange), physiological human-level features (blue), and the cybersickness
severity (FMS, green) node. Directed edges represent learned dependen-
cies that capture causal influences among these variables.

2. Extended Label Accuracy (£1), which treats predictions
within one level of the true FMS score as correct, reflecting
perceptual ambiguity in cybersickness severity.

The average Exact Label Accuracy across folds was 62.12%, re-
flecting the difficulty of classifying subjective symptom severity at
fine granularity. However, the Extended Label Accuracy (£1) in-
creased to 83.55%, showing that most errors were minor deviations
rather than severe misclassifications. This substantial improvement
demonstrates the network’s capability to capture meaningful prob-
abilistic distributions over FMS levels.
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Figure 5: Comparison of confusion matrices for Fold 1 under different ac-
curacy metrics, left figure shows exact Label Accuracy, right figure shows
extended label accuracy.

As shown in Figure 5 , confusion matrices from Fold 1 (as an ex-
ample) illustrate that errors typically occur between adjacent FMS
levels. Notably, FMS levels 3 and 4 exhibit the most frequent con-
fusion, which aligns with the variability and overlap expected in
moderate cybersickness cases.

Figures 6 show the average per-class accuracy across all folds
under both metrics. The model maintains balanced performance
across all FMS levels without strong bias toward lower-severity
classes. Importantly, accuracy for high-severity levels (FMS 6 and
7) exceeds 70% under Exact Accuracy and surpasses 80% with
Extended Accuracy—highlighting the model’s reliability in detect-
ing the most safety-critical conditions. These results confirm that
the Bayesian Network effectively supports both accurate prediction
and robust probabilistic reasoning. By modeling full posterior dis-
tributions over cybersickness severity, the model enables formal
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Figure 6: Average accuracy per cybersickness (FMS) level across five cross-
validation folds using the Exact Label Accuracy metric (regular) compare
with extended label accuracy method.

verification under uncertainty, advancing the design of user-safe,
verification-driven VR systems.

5.2 Verification Results Analysis

Our probabilistic verification framework enables formally
grounded queries over the Bayesian Network to estimate cyber-
sickness risk under defined evidence conditions. Specifically, this
analysis addresses three core verification questions:

¢ Q1: Which parameters have the most significant impact on cy-
bersickness severity?

¢ Q2: How is user cybersickness affected under adverse scenarios
where certain parameters are elevated?

* Q3: What are the "safe” operational ranges for critical parame-
ters that reliably minimize the risk of cybersickness?

5.2.1 Impact of Individual Parameters

To address Q1, we systematically evaluated individual system pa-
rameters and selected human-level signals. This approach enables
the simulation of adversarial manipulations (e.g., intentionally in-
creased luminance), supports early risk detection, and guides tar-
geted mitigation strategies. Additionally, examining parameter ex-
tremes characterizes worst-case cybersickness scenarios. Each re-
tained system parameter (Spectral Entropy, HOG Features, Tem-
poral Smoothness, and Luminance) and three directly influential
human signals were evaluated independently: Galvanic Skin Re-
sponse, gaze error angle and Reaction Time. These variables were
retained due to their empirical relevance and potential causal roles
established through Bayesian Network structure learning. Con-
ditions simulating elevated parameter values were applied using
Bayesian conditioning, and posterior probabilities P(FMS > 4 |
condition) were computed explicitly to estimate cybersickness risk.

0459 HOG Features
-~ Luminance

Spectral Entropy
—+- Temporal Smoothness

0.458

o
S
&
2

0.456

0.455

0.454

0.453 e S—— -

0.452

Probability of High Cybersickness (FMS >

o
e
&

2 3
Lower Bound for System Parameter

Figure 7: Impact of individual system parameters. While absolute probabil-
ity shifts are modest, luminance and HOG features consistently exhibit the
highest relative influence on FMS elevation.

Figure 7 illustrates how changes in each system parameter af-
fect cybersickness probability. The x-axis denotes parameter lower
bounds, while the y-axis shows the posterior probability of elevated
FMS levels. Although absolute shifts in probability are modest

(typically under 1%), even small probability shifts can be practi-
cally meaningful in safety-critical VR scenarios, where subtle pa-
rameter adjustments significantly affect user comfort over extended
durations. Luminance and particularly, HOG features consistently
exhibit the greatest relative influence, highlighting them as criti-
cal candidates for real-time monitoring or mitigation. In contrast,
temporal smoothness and spectral entropy show negligible correla-
tion, suggesting limited operational utility as standalone indicators
of cybersickness.

Figure 8 examines the influence of human physiological signals.
Elevated GSR shows a strong correlation with cybersickness: GSR
values above 3 correspond to an 80% likelihood of experiencing
cybersickness (FMS > 4) compared to a baseline of approximately
45%. Combined gaze error angle also demonstrates significant im-
pact, increasing cybersickness probability from 45% to 60%. These
factors directly connect with the cybersickness node (FMS) in our
Bayesian Network. In contrast, reaction time, despite its direct con-
nection in the network structure, shows negligible effect on FMS
probability. Similarly, other physiological features demonstrate
minimal influence on cybersickness probability.
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Figure 8: Impact of human physiological signals on cybersickness. Elevated
GSR strongly correlates with increased cybersickness risk, while reaction
time shows minimal consistent impact.

This analysis isolates the effects of individual parameters, pro-
viding insight into their standalone influence on cybersickness.
However, features that appear less impactful in isolation may still
play a significant role when combined with others. As explored
in subsequent experiments, combinatorial effects can amplify cy-
bersickness risk, though exhaustively presenting all possible com-
binations is infeasible. Instead, we focus on integrating features
that show strong individual influence, as these are more likely to
yield meaningful compounded effects. These findings underscore
the importance of parameter-specific prioritization in operational
VR systems. Notably, signals such as luminance and GSR emerge
as actionable indicators for real-time monitoring and proactive mit-
igation. Moreover, identifying such critical parameters and their
effective thresholds directly contributes to probabilistic safety guar-
antees, thereby enhancing formal verification processes.

5.2.2 Probability of Cybersickness Under Adverse Scenario

To address Q2, this analysis combines multiple parameters iden-
tified as influential (luminance, HOG features, and GSR). Since
these parameters individually showed significant correlations with
increased FMS, their combined elevation represents realistic condi-
tions where heightened visual complexity and physiological stress
might occur (e.g., demanding task or environmental changes).
An exhaustive search was conducted across discretized parameter
bounds (levels 1-5), yielding 125 possible combinations. The anal-
ysis revealed that cybersickness severity peaks when all three pa-
rameters are simultaneously constrained to discrete levels of at least
4. Formally, it corresponds to the posterior probabilistic query:

P(FMS > 4 | luminance > 4,HOG > 4,GSR > 4),



which quantifies cybersickness risk under these conditions.

Figure 9 illustrates the resulting shift in FMS distribution. The
mean FMS level increases notably from 4.21 (baseline) to 6.13 (ad-
verse scenario), and the probability of severe cybersickness (FMS >
4) escalates from 45.34% to 80.65%. Practically, this translates to
roughly four out of five users experiencing significant discomfort
under these elevated conditions. Such results underscore the need
for adaptive mitigation mechanisms—such as dynamic luminance
adjustment, scene simplification, or proactive user alerts—to main-
tain user comfort and operational safety in mixed-reality systems.
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Figure 9: Shift in FMS distribution comparing baseline conditions (light
blue) and elevated conditions (dark blue). Under elevated luminance, HOG
features, and GSR (levels > 4), cybersickness risk increases significantly,
particularly at higher FMS scores.

5.2.3 Establishing Operational Safety Guarantees

To address Q3, this analysis defines and evaluates formal proba-
bilistic safety constraints, such as the following safety constraint:
P(FMS < 4) = 0.95. This constraint represents a soft probabilis-
tic condition, explicitly requiring that severe cybersickness occurs
with no more than a 5% probability under given conditions. Due to
its strong correlation and direct impact on FMS, GSR was selected
for in-depth posterior analysis under this constraint.

Figure 10 shows the posterior distribution of GSR under imposed
safety constraints; a clear shift toward lower GSR. The likelihood
of high-risk GSR (levels 4-5) becomes negligible under this condi-
tion. Practically, maintaining GSR within levels 1-3 (representing
physiologically mild to moderate stress) can serve as a clear op-
erational guideline for real-time monitoring and intervention. This
recommendation also aligns with the insights presented in Figure 8.
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Figure 10: Comparison of Galvanic Skin Response (GSR) distributions un-
der baseline (light blue) and safety-constrained conditions (dark blue). En-
forcing the probabilistic safety constraint (FMS < 4 with 95% probability)
significantly reduces the likelihood of elevated GSR levels, effectively guid-
ing real-time system management.

These results provide formally grounded safety verification, di-
rectly informing mixed-reality system design and adaptive man-
agement. By continuously monitoring and maintaining critical
physiological signals such as GSR within empirically derived safe

bounds, systems can proactively adjust environmental and opera-
tional parameters—ensuring immersive experiences remain within
safe, comfortable physiological limits.

6 CONCLUSION AND FUTURE WORK

This paper introduced a novel probabilistic verification framework
using Bayesian Networks (BN) to assess and mitigate cybersick-
ness risks in virtual and mixed reality (VR/MR) environments. By
explicitly modeling interactions between system parameters, physi-
ological signals, and cybersickness severity, this approach provides
interpretable and formally verifiable insights into cybersickness dy-
namics. Unlike traditional deep learning approaches, the BN frame-
work offers structured causal transparency, enabling explicit rea-
soning about probabilistic safety guarantees. Empirical analyses
demonstrated the framework’s effectiveness in both accurately pre-
dicting cybersickness severity and identifying high-impact mitiga-
tion strategies. Notably, under adverse scenarios with elevated lu-
minance, HOG features, and galvanic skin response (GSR), the
probability of severe cybersickness (FMS > 4) increased substan-
tially from 45.3% to 80.7%. Additionally, GSR was confirmed as a
critical physiological indicator, with operational safety requiring its
levels to remain within discrete ranges (levels 1-3) to reliably main-
tain low cybersickness risk. These results underscore the practical
utility of probabilistic verification—particularly given the subjec-
tive and inherently variable nature of cybersickness—in ensuring
robust safety thresholds for immersive environments. By effec-
tively bridging predictive modeling with formal verification, this
paper provides a robust operational foundation for designing safer,
adaptive, and user-centric VR/MR experiences.

While our framework demonstrates effective cybersickness ver-
ification, several limitations warrant discussion.  First, gen-
eralization across diverse VR/MR platforms remains challeng-
ing—different headsets and environments (e.g., forest scenes with
unique luminance patterns) may require model fine-tuning or struc-
tural updates to capture platform-specific features. Second, our cur-
rent approach processes visual information through extracted fea-
tures (luminance, HOG, spectral entropy) and physiological sig-
nals; incorporating direct sensory modalities such as visual, audio
could impact cybersickness but would necessitate expanded sig-
nal processing pipelines, model restructuring, and updated veri-
fication procedures. Third, our offline verification analyzes pre-
specified scenarios, which, while comprehensive, cannot exhaus-
tively cover all possible runtime conditions; developing online ver-
ification capabilities that adapt to real-time user responses repre-
sents an important future direction. Additionally, alternative ver-
ification frameworks such as sampling-based methods could com-
plement our probabilistic approach by enabling verification without
explicit probabilistic models, using statistical sampling and confi-
dence intervals to estimate safety properties from black-box simula-
tors or complex user models that are computationally intractable for
exact inference. Finally, advanced data augmentation techniques
like Safe-Level-SMOTE [1] could better address class imbalance
while preserving the natural distribution of cybersickness severity
levels. Addressing these limitations will enhance the framework’s
robustness and practical applicability across diverse VR/MR de-
ployments.
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