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Security-critical systems increasingly operate beyond settings in which end-to-end formal verification of whole-
system correctness is practical. Comprehensive protection may be too expensive to apply uniformly, particularly
for memory safety where existing defenses face persistent tradeoffs among coverage, compatibility, and runtime
cost [1, 2]; the semantics needed for precise reasoning may be transformed or lost across language, compiler, and
binary boundaries [3–5]; learned models can exhibit fragile behavior under carefully constructed perturbations [6, 7];
and testing can leave substantial residual uncertainty even after extensive exploration [8]. Rather than attempting
to prove entire systems correct, my research designs security mechanisms with explicit guarantees and validates
the conditions under which those guarantees hold. I develop validations that determine what can be guaranteed,
under what conditions, and what uncertainty remains when end-to-end verification is infeasible. Rather than
treating assurance as an all-or-nothing property, my work combines program analysis, verification, and practical
enforcement to establish deterministic guarantees where sound reasoning is possible, probabilistic guarantees
where uncertainty is inherent, and enforceable conditions that preserve these guarantees in deployment.
I established this validation-driven approach through my Ph.D. research on practical comprehensive memory
safety [9], using validation to determine which program objects and operations already satisfy the required safety
conditions and concentrating stronger protection on the remaining security-sensitive state [10, 11]. Building on
this foundation, I extended the same principle beyond individual memory objects to system interfaces, sanitization,
eBPF, unsafe Rust, speculative execution, and compartmentalization, where security depends on assumptions
distributed across multiple software layers [12–18]. During my postdoctoral research, I further broadened this
methodology beyond conventional software in two directions: to AI-enabled systems, where learned behavior and
deployment uncertainty must be bounded and controlled; and to security analyses where evidence or program
semantics are inherently incomplete. This work includes synthesizing runtime-enforceable security envelopes for
learned models and translating model-level guarantees into actionable operating conditions for deployment [19–22].
More broadly, my collaborative work has examined the personalization, human factors, cognitive attacks, and
deployment conditions that shape trustworthy AI-enabled mixed-reality systems [23–30]. I also extend the same
validation-driven methodology to settings where evidence or semantics are incomplete, including quantifying
residual fuzzing risk to guide subsequent testing decisions [31] and recovering security-relevant semantics from
binary software. Across these efforts, validation serves as the bridge between rigorous reasoning and practical
security: recover the semantics needed for a security decision, determine the conditions under which a guarantee
holds, and make the remaining uncertainty explicit when a complete guarantee cannot be established.

Ph.D. Research: Validation-Driven Practical Security for Software and Systems

My Ph.D. research established the foundation of my validation-driven approach to practical security through
comprehensive memory safety [9]. Existing defenses address spatial, temporal, and type-related memory errors, but
comprehensive protection remains difficult to deploy at practical cost, forcing tradeoffs among coverage, compatibility,
and runtime overhead [1, 2]. My work reframes this problem by determining which program objects and
operations already satisfy the required safety constraints and focusing stronger analysis and enforcement on
the unresolved state that can still threaten the guarantee. This turns comprehensive memory safety from uniform
protection into a problem of precisely identifying where stronger protection is actually necessary.

I first realized this approach in DataGuard [10], which combines static analysis with targeted symbolic execution
to identify stack objects for which spatial, type, and temporal memory safety can be established comprehensively.
DataGuard shows that more than 91% of evaluated stack objects are inherently safe, allowing most stack state
to avoid costly protection and substantially reducing the cost of comprehensive memory safety. I subsequently
demonstrated that the methodology scales to more than 1,200 Ubuntu packages and millions of stack objects in real
software [32]. With this scalability established, I extended the same validation-driven principle to the substantially
more challenging setting of heap memory in Uriah [11], where aliasing, dynamic allocation, and object lifetimes
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make temporal safety much harder to establish statically. Uriah separates what can be validated from what must be
enforced: it statically establishes spatial and type safety and uses a restricted allocation strategy to preserve temporal
allocated-type safety. Together, DataGuard and Uriah enable comprehensive protection for the large majority of
validated memory objects and states at low single-digit runtime overhead.

More importantly, these systems established a reusable foundation for subsequent memory-safety research:
later defenses can build on validated safety properties rather than reasoning about every object and operation from
scratch, allowing new analysis and enforcement to focus on the states, execution modes, and interfaces that introduce
unresolved risk. This foundation shaped the broader trajectory of my research: a strong security guarantee need not
protect every part of a program in the same way; validation can instead expose the boundary between established
safety and unresolved risk and concentrate stronger enforcement where the guarantee actually remains vulnerable.

I next extended this principle from individual objects to guarantees that span multiple software components. My
work on eBPF memory safety [12] showed that its memory-safety guarantee depends on assumptions shared across
the verifier, helper functions, compiler, and Linux kernel, and identified cases in which those assumptions are not
consistently preserved. At the same time, most eBPF memory operations could still be validated, with as few as
1.62% remaining unresolved. This suggests a practical path toward eBPF memory safety: retain static validation for
the common case and concentrate stronger runtime validation or isolation where cross-layer assumptions fail.

The same principle has guided a sustained and productive line of collaborative research on memory sanitization,
unsafe Rust, speculative execution, and software compartmentalization. My main contribution has been to identify the
objects, pointers, operations, and state that actually require stronger protection: prioritizing security-critical C/C++
objects under limited protection budgets [13]; designing compact, flexible metadata schemes for comprehensive
memory safety by classifying pointers according to the metadata granularity they require and preserving metadata
consistency across calls to uninstrumented libraries through interface-level summarization; exploiting Rust ownership
and lifetime semantics for selective sanitizer instrumentation [14]; distinguishing memory operations requiring
sequential versus speculative defenses [15]; and identifying shared state and interface values that require validation
across isolation boundaries [16–18], including a joint effort with MIT Lincoln Laboratory that integrates memory
safety validation with HAKC [33] to eliminate the corresponding runtime compartment-validation checks [34, 35].
Although these systems address different threats, they share the same objective: identify the state, operations, and
assumptions on which a security guarantee depends, establish safety where rigorous validation is possible, and focus
stronger protection where it is not. Together, these efforts moved my research from identifying safe and unsafe
memory objects to validating security-critical operations, interfaces, and cross-layer assumptions, providing the
technical foundation for my broader validation-driven research agenda.

Deterministic and Probabilistic Validation for AI-Enabled Systems

During my postdoctoral research, I extended my validation-driven methodology from conventional software to
AI-enabled systems, where guarantees depend on both learned behavior and uncertain deployment conditions. Rather
than asking only whether a property holds over a predefined input region, my work asks what operating conditions
can be trusted and at what assurance level, and how those conditions can be enforced during deployment. This
shifts verification from certifying a fixed input region for robustness to synthesizing runtime-monitorable conditions
under which a required property holds, directly connecting model-level guarantees to deployment decisions.

I first developed this deployment-oriented view as part of the DARPA VeriPro program, where I developed the
verification component for a Random Forest model that predicts cybersickness in mission-oriented mixed-reality
training. I encoded the model as a mixed-integer linear program to verify its behavior over participants and
exposure variables, then translated the resulting guarantees into a configurable screening map that exposes admissible
operating conditions, assurance levels, and residual risk [21]. This allows mission planners to directly identify which
participant and deployment conditions satisfy a required safety level. The resulting guarantee format was reviewed
and accepted through the DARPA program’s validation process, reinforcing a principle that now guides my work on
intelligent systems: verification should produce actionable operating conditions, not only abstract certificates.
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I generalize this principle further in PolySafe [22], which synthesizes runtime-enforceable security envelopes for
recurrent neural networks. Conventional neural-network verification typically asks whether a property holds over a
predefined region [36, 37], such as local robustness; PolySafe instead asks what operating conditions should be
enforced so that the property is guaranteed to hold. It synthesizes such regions over runtime-monitorable or
controllable variables and independently verifies each candidate. To handle nonlinear gate interactions and temporal
dependencies in recurrent models [38–40], I developed multi-convex abstractions, property-guided refinement, and
sensitivity-guided temporal reasoning, building on DeepPoly and Prover [39, 41]. Across evaluated benchmarks,
PolySafe certifies deterministic regions covering 18.9–35.9% of the admissible input space, compared with only
0.10–0.24% for existing verifiers. These larger certified regions give systems substantially more flexibility in
deployment while retaining a formal safety guarantee. When deterministic regions are too restrictive, PolySafe adds
a probabilistic shell that expands the usable operating space while making the corresponding assurance level explicit.

Together, these efforts establish a deployment-oriented approach to validation for AI-enabled systems: identify
enforceable conditions under which learned behavior can be trusted, provide deterministic guarantees where rigorous
reasoning is feasible, and quantify assurance where uncertainty cannot be eliminated. This work provides the
technical foundation for the broader AI-verification agenda I plan to pursue as a faculty member.

Trustworthy Security Analysis under Incomplete Evidence

In parallel, my postdoctoral research has examined how security analysis can remain trustworthy when execution
evidence or program semantics are incomplete. These settings create two complementary problems: incomplete
observations leave uncertainty about what behavior may still be undiscovered, while incomplete semantics leave
uncertainty about how observed program state should be interpreted. My approach is therefore to quantify residual
uncertainty in the former case and recover only the security-relevant semantics needed in the latter, while explicitly
distinguishing established facts from hypotheses that still require validation.

Fuzz testing illustrates the first challenge: executing millions of tests without finding new behavior does not
reveal how much reachable behavior remains unexplored. Building on prior work on residual risk [8], my recent
collaborative work develops a Bayesian framework that estimates both the likelihood of additional discoveries and
the effort required to reach them. Across real-world FuzzBench targets, it reduces weighted prediction error by
approximately 24%, while reducing underestimation to 0.04% [31]. This turns the absence of new discoveries from
an ambiguous outcome into quantitative evidence about the risk that may still remain.

A complementary challenge arises when necessary semantics have been lost before analysis begins [3–5]. In binary
software, compiler transformations and stripping can obscure how program state evolves and which inputs can trigger
security-sensitive behavior. My current work recovers these relationships directly from binaries by identifying
which memory locations encode persistent state, which inputs and operations modify that state, and which state
conditions make privileged or security-sensitive code reachable. Rather than reconstructing a complete high-level
representation, the analysis focuses on the minimum semantics needed for a specific security question, allowing
subsequent testing and reasoning to target meaningful input–state combinations. It combines runtime evidence, static
data-flow analysis, and selective symbolic reasoning while tracking each recovered fact as observed, established, or
inferred, making clear which conclusions are supported and which still require validation.

Future Research Agenda: Security Guarantees for Evolving and Uncertain Systems and Software

Building on these foundations, I will develop validation-driven methods that maintain security guarantees as software
evolves, learned systems grow more complex, execution evidence remains incomplete, and AI-generated analysis
results must be validated before they can be trusted. Across these settings, the central challenge is to determine what
remains guaranteed, which assumptions support it, and what must be revalidated or enforced when those
assumptions change. I pursue this agenda through four connected directions.

Incremental validation for evolving software and systems. Building on DataGuard and Uriah, I will develop

3



Kaiming Huang Research Statement

incremental security analyses that reuse previously established safety properties as software evolves, rather than
reanalyzing and reprotecting the entire system after each change. When code, libraries, compiler transformations,
or language boundaries change, the analysis will identify which objects, interfaces, and security assumptions are
affected, invalidate only the corresponding guarantees, and concentrate new analysis or enforcement on those
dependencies. I will apply this principle across heterogeneous and evolving software ecosystems, including
multi-language systems, changing libraries and dependencies, compiler- and binary-level transformations, and
cross-layer mechanisms involving verifiers, runtimes, speculation, and compartmentalization. The goal is to make
strong security guarantees incrementally maintainable, so that the cost of preserving security scales with what
changed rather than with the size of the entire system.

Deployable guarantees for AI-enabled systems. In light of my work on PolySafe and the DARPA VeriPro program,
I will develop architecture-aware security-envelope synthesis for recurrent, convolutional, and attention-based
models. For models that are too large for direct verification, I will develop verification-preserving simplification and
distillation that bounds the deviation between the verified surrogate and deployed model, allowing guarantees to
transfer soundly. I will couple these guarantees with runtime monitoring and recertification so that deployment
can detect when certified conditions no longer hold and adapt accordingly. The goal is to synthesize and maintain
enforceable guarantees as model architectures and deployment conditions evolve.

Trustworthy security analysis under incomplete evidence. I will develop methods that turn incomplete evidence
into actionable security decisions. For fuzz testing, residual-risk estimates will guide when to stop, where to allocate
additional effort, and how much uncertainty remains when no counterexample is found. For binary and other
semantically incomplete software, I will recover only the security-relevant semantics needed for a target decision
rather than reconstructing the entire program. I will further explore evidence-guided forensic analysis that combines
partial artifacts such as crash traces, logs, and binary state, then directs additional analysis toward the evidence
most likely to resolve the remaining uncertainty. The goal is to make explicit what is established, what remains
unresolved, and where additional analysis should be directed.

Validated generative reasoning for security analysis. Generative models can search large spaces of program
semantics, specifications, transformations, and candidate solutions that are difficult to explore with traditional
analysis alone, but their outputs cannot be trusted directly. For example, an LLM may infer the likely semantics of
an unknown binary function or propose an invariant for its state transitions; static analysis, symbolic reasoning, or
execution can then test whether that hypothesis actually holds. I will build such generate-and-validate analyses so
that generation expands the search space while independent validation determines which results can be trusted.

Over the longer term, I envision these directions converging toward continuous assurance for evolving systems
and software. Rather than certifying a fixed artifact or configuration once, validation should continuously track
what remains guaranteed, which assumptions still hold, and what new uncertainty emerges as the system changes.
My long-term goal is to make validation-driven approach a practical foundation for preserving meaningful security
guarantees as software, learned components, and deployment environments evolve.

Open and reproducible research. I treat open-source artifacts and reproducibility as part of the research process
rather than as post-publication add-ons. I would like to highlight that although DataGuard and Uriah were developed
separately, I later unified them into a memory-safety validation framework [42] and helped modernize the framework
for newer LLVM versions [43]. I view maintaining usable research infrastructure, even when it does not naturally
produce a separate publication, as an important contribution to reproducibility and follow-on research, and I will
continue to make the artifacts from my future work openly available and maintainable whenever possible.

Looking forward, my research will build validation systems that retain meaningful guarantees despite evolving
systems, software, learned behavior, and incomplete evidence. Across these settings, validation identifies what a
guarantee depends on, establishes what can be rigorously supported, and makes residual uncertainty explicit when
complete reasoning is infeasible. My long-term goal is to make validation a practical foundation for deployable
security: rigorous where sound reasoning is possible, explicit about uncertainty where it is not, and clear about the
assumptions on which each guarantee depends.
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